3apeructpmposaHo B MuHiocte Poccmn 14 mana 2013 r. N 28375

®EAEPANIbHAA CZTYKBA MO TEXHUYECKOMY U SKCMOPTHOMY KOHTPOJ11O

NPUKA3
ot 18 ¢peBpansa 2013 r. N 21

Ob YTBEPXKAEHUUN COCTABA U COAEPXAHUA
OPFrAHU3AUUOHHbBLIX U TEXHUHECKUX MEP NO OBECMNEYEHUIO
BE3ONACHOCTU NEPCOHA/IbHbIX AAHHbIX NPU UX OBPABOTKE

B UHOGOPMALMUOHHbIX CUICTEMAX NEPCOHA/IbHbIX JAHHDbIX

B cooTBeTcTBUM € YacTbio 4 cTaTbm 19 deaepanbHOro 3akoHa ot 27 utona 2006 r. N 152-d3 "O
nepcoHanbHbIX AaHHbIX" (CobpaHune 3akoHogaTenbcTBa Poccuinickoit ®eagepaumm, 2006, N 31, c1. 3451;
2009, N 48, ct. 5716; N 52, cT1. 6439; 2010, N 27, c1. 3407; N 31, cT. 4173, cT. 4196; N 49, cT. 6409; 2011,
N 23, ct. 3263; N 31, ct. 4701) n MonoxeHunem o PepepanbHoOn cayKbe Mo TEXHUYECKOMY W
3KCNOPTHOMY KOHTPOIO, YTBEPKAEHHbIM YKa3zom lNpe3sunaeHTa Poccuiickot Pegepaumnm ot 16 asrycta
2004 r. N 1085 (CobpaHue 3akoHoaaTenbctBa Poccuiickon depepauymm, 2004, N 34, ct. 3541; 2006, N
49, c1. 5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), NnpuKasbiBalo:

1. Y1BepanTb npunaraemble CocTaB M COAEpPrKaHME OPraHU3aLMOHHbIX U TEXHUYECKUX Mep Mo
obecneyeHnto 6€30NacCHOCTU NepPCOoHaNbHbIX AaHHbIX NpU nx 0bpaboTke B MHGOPMALMOHHBIX CUCTEMAX
NepcoHabHbIX AaHHbIX.

2. MpusHatb yTpaTuBWMM cuay npukas PCTIK Poccum ot 5 despana 2010 r. N 58 "O6
yTBEPXKAEHUN [T0NI0KEHNA O MeTOAaX U cnocobax 3awmTbl UHGOPMaLUUKM B MHPOPMALMOHHbBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX" (3apermucTpupoBaH MuHioctom Poccun 19 dpespana 2010 r., perucTpaLoHHbIN
N 16456).

OuvpekTop

depepanbHOl cnyKObl NO TEXHUYECKOMY
W 3KCNOPTHOMY KOHTPOJHO

B.CE/IMH

YTBEpKAEHDI
npukazom GCTIK Poccun
ot 18 ¢peBpana 2013 r. N 21

COCTAB U COAEPXAHUE
OPIrAHU3AUUOHHbBLIX U TEXHUHECKUX MEP NO OBECMNEYEHUIO
BE3OMNACHOCTU NEPCOHANbHBIX AAHHbIX NPU UX OBPABOTKE

B NHO®OPMALIMOHHbIX CUCTEMAX NEPCOHA/IbHbIX AAHHbIX

[. O6bwue nonoxeHua

1. HacToAawmin 4OKYMeHT pa3paboTaH B COOTBETCTBMM C YacTbto 4 cTaTbh 19 PeaepanbHOro 3akoHa
oT 27 uiona 2006 r. N 152-®3 "O nepcoHanbHbIX AaHHbIX" (CobpaHMe 3aKoHoAaTeNbCcTBa PoccuiicKom
depepaunn, 2006, N 31, ct. 3451; 2009, N 48, c1. 5716; N 52, cT. 6439; 2010, N 27, cTt. 3407; N 31, cT.
4173, ct. 4196; N 49, c1. 6409; 2011, N 23, ct. 3263; N 31, cT. 4701) n ycTaHaBAMBaEeT COCTaB U
coAep)KaHue OpraHU3auMOHHbIX U TEXHUYECKMX Mep no obecrneyeHuto 6e30MacHOCTM MEePCOHasIbHbIX



OaHHbIX NpU Ux 0bpaboTke B MHGOPMALMOHHbIX CUCTEMAX MEePCOHasbHbIX AaHHbIX (4anee - mepbl MO
obecneyeHnto 6e30MacHOCTM MEPCOHasIbHbIX AaHHbIX) A4 KaXKAOro M3 YpOBHEW 3alUMLEHHOCTU
NepcoHanbHbIX AAHHbLIX, YCTAaHOB/EHHbIX B TpeboBaHMAX K 3aliuTe MepcoHasibHbIX AAHHbLIX NPU KX
06paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHA/bHbIX AAHHbIX, YTBEPKAEHHbIX NOCTAHOBAEHWEM
Mpasutennctea Poccuiickoii ®Pepepaumnmn ot 1 Hoabpa 2012 r. N 1119 (CobpaHue 3akoHOAaTeNbLCTBA
Poccuiickoit ®epepaumm, 2012, N 45, cT. 6257).

Mepbl no obecneyeHuto 6€30MaCHOCTM MNEPCOHAMbHbIX AAHHbIX MPUHUMAIOTCA AAA 3aWMUTbl
NepCoHaNbHbIX [aHHbIX OT HENPaBOMEPHOrO WM CAYY4AMHOrO A[O0CTYNa K HUM, YHUYTOMKEHMUS,
U3mMeHeHusa, O6/I0KMPOBaHUA, KOMWPOBaAHMA, NPEAOCTaB/EHUA, PACNPOCTPAHEHUA MEPCOHANbHbIX
[AaHHbIX, @ TAKXKe OT MHbIX HENPaBOMEPHbIX AeNCTBUI B OTHOLIEHUWN NEePCOHANbHbIX AAHHbIX.

B HacTosleEM [OOKyMeHTe He pacCcMaTpuBaloTCA Bonpocbl obecnedyeHua 6e3onacHoOCTH
NepCoOHaNbHbIX [aHHbIX, OTHECEHHbIX B YCTAHOBJIEHHOM MOPAAKE K CBEAEHWMAM, COCTaBAAOWMM
rocyapCTBEHHYIO TallHy, a TaKXKe Mepbl, CBA3aHHble C MpUMeHeHWem WKdPOBasbHbIX
(KpunTOrpaduUecknx) cpeacTs 3alLmTbl UHPOPMALUN.

2. Be3onacHOCTb MEPCOHaNbHbIX AAHHbIX MpU UX 006pPaboTKe B MHOOPMALMOHHOM CUCTEME
NepCcoHanbHbIX AaHHbIX (ganee - MHGOPMALMOHHAA cucTema) obecneymBaeT onepaTop WAM ML,
ocyuecteastollee ob6paboTKy NepCcoHaNbHbIX AaHHbLIX MO MOPYYEHUIO onepaTopa B COOTBETCTBMM C
3aKoHoZaTenbcTBOM Poccuiickoit ®eaepaumm.

Ona BbinonHeHua paboT no obecneyeHWto 6e30MACHOCTM MNEPCOHANbHBLIX AAHHbIX NPU KX
obpaboTke B WHPOPMALMOHHON CUCTEME B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuitckom
depepaunmn MoryT NpUBAEKATbCA Ha AOrOBOPHOM OCHOBE OPUAMYECKOE /IMLO WAWU UHOUBUAYANbHbIN
npegnpuHMmaTenb, WUMeloWMe  JIMULEH3UMIO  Ha  AeATeNbHOCTb MO TEeXHUYECKOM  3awmTe
KOH)MAEHUMANbHOM MHPOPMALMN.

3. Mepbl no obecneyeHuto 6e30MNaCHOCTU MEPCOHANbHLIX AAHHbIX Peanus3yloTcas B pPaMKax
CUCTEMbI 3aLUMTbl NEPCOHA/bHbLIX AAHHbIX, CO34aBAaeMON B COOTBETCTBMM C TpeboBaHUAMMU K 3aluTe
NepcoHanbHbIX AAHHbIX NpU MX 06paboTKe B MHOOPMALMOHHBIX CMCTEMAX MepPCOHAsbHbIX AAHHbIX,
yTBEPXKAEHHBIMW NOCTaHoBAeHMeM [pasBuTenbctBa Poccuitickoit Pepepaunn ot 1 Hosbpa 2012 r. N
1119, »u posKHbI ObITb  HanpaBiAeHbl HA HEWTPaZM3auMIoO  aKTyasbHbIX Yrpo3 6e30nacHoCTM
nepcoHanbHbIX AAHHbIX.

4. Mepbl no obecneyeHnto 6e30MaCHOCTU MEPCOHANbHbIX AAHHbIX PEanusyrTCA B TOM 4ucCae
nocpeacTBOM NpMMeHeHUs B MUHPOPMALIMOHHON cUCTEME CPEeACTB 3aLLMTbl MHPOPMaL MK, NpoLeaLwmX B
YCTaHOBNEHHOM MNOPAAKE Npoueaypy OLEHKW COOTBETCTBMA, B C/Ay4asAx, KOrga NPUMEHEHWE TaKux
cpeacTB He06X0AMMO ANA HEWTPANU3aLMU aKTyabHbIX yrpo3 6€30NacHOCTM NePCOHasIbHbIX AAHHbIX.

KoHcynbTaHTMAOC: NpumeyaHme.
Hymepauma nyHKTOB AaHa B COOTBETCTBMM C OPULMANBHBIM TEKCTOM LOKYMEHTA.

6. OueHka 3¢ dEeKTUBHOCTU pPeann30BaHHbIX B PpaMKax CUCTEMbI 3alLMTbl NEPCOHANbHbLIX AAHHbIX
mep no obecneyeHnto 6€30MaCHOCTU NEPCOHANbHbIX AaHHbIX NPOBOAUTCA ONEPaTOPOM CaMOCTOATENIbBHO
WAW C TMpUBAEYEHMEM HA [OrOBOPHOM OCHOBE OPUAMYECKMX UL, U WUHAMBUAYANbHbIX
npeanpuHUMaTenei, UMeLWMX JULEH3NIO Ha OCYLLECTBAEHUE AEATENbHOCTU MO TEXHUYECKOM 3awmTe
KOHOUAEHUMANbHOM MHOPMALUMK. YKa3aHHaA OLEeHKa NPOBOAUTCA He pexke 04HOro pasa B 3 roaa.

7. Mepbl no obecneyeHuto 6€30MaCHOCTM MNEPCOHANbHbLIX [AaHHbIX MNpuM KX obpaboTke B
rocy4apCTBEHHbIX WHPOPMALMOHHBIX CUCTEMAX MPUHMMAIOTCA B COOTBETCTBUWM C TPebBOBaHUAMU O
3awmte  MHOOPMaUMKM,  COoAepKalleMca B rOCyAapCTBEHHbIX  MHOOPMALMOHHbIX  CUCTEMAX,
ycTaHaBnmMBaembimm ®CTIK Poccun B npeaenax CBOMX NOJHOMOUYUIA B COOTBETCTBMM C YACTbto 5 cTaTbM
16 depepanbHoro 3akoHa ot 27 uona 2006 r. N 149-d3 "O6 uHbopmauum, MHGOPMALMOHHbLIX
TexHonornax n o 3awmute nHpopmaumm" (CobpaHme sakoHogatenbctea Poccuiickoli ®enepaumm, 2006,
N 31, cT. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).

Il. CocTaB 1 cogeprkaHue mep no obecneyeHumto 6e3onacHoCTH
NepcoHaNbHbIX AaHHbIX

8. B coctaB mep no obecnevyeHnto 6€30MacHOCTU NEePCOHabHbIX AaHHbIX, Peaan3yemblX B pamKax
CUCTEMbI 3aLMTbl MEePCOHa/bHbIX AAHHbIX C YY4ETOM aKTyaslbHbIX Yrpo3 6€30MacHOCTM MepCcoHabHbIX



OaHHbIX M NTPUMEHAEMbIX MHGOPMALMOHHbIX TEXHOIOTWUI, BXOAAT:

naeHTuduKaums n ayteHTMdMKauma cyb beKToB AOCTyNa U 06beKTOB A0CTYNa;

ynpaB/ieHMe JOCTyNomM CyObeKToB [0CTyNa K 06beKkTam A0CTyNa;

orpaHuMyeHue NporpaMmmHOM cpeabl;

3aMTa MALWWMHHBIX HOCUTenel MHGOPMaUUKM, Ha KOTOPbIX XPaHATcA U (Mamn) obpabaTtbiBatoTca
nepcoHanbHble gaHHble (fanee - MaWWHHbIE HOCUTENN NEPCOHANbHBIX AaHHbIX);

pernctpaums cobbiTnit 6esonacHocTy;

aHTUBMPYCHAA 3aLLUTa;

obHapyKeHue (NpeaoTBpaLLeHNE) BTOPKEHUN;

KOHTPO/b (aHaM3) 3aLMNLEHHOCTU NEPCOHANBbHBIX AAHHbIX;

obecneyeHne LENOCTHOCTU UHPOPMALLMOHHOM CUCTEMbI U MEPCOHANbHbIX AAHHbIX;

obecneyeHne fOCTYMHOCTU NEPCOHAbHbBIX AAHHbIX;

3amTa cpesbl BUPTYanusauum;

3aLMTA TEXHUYECKUX CPEACTB;

3aWmUTa MHGOPMALMOHHOM CUCTEMDI, €€ CPEACTB, CUCTEM CBA3U U NEpesayn AaHHbIX;

BbIAB/NEHNE WHUMAEHTOB (O4HOrO COOLITUA WAW TPynnbl COOLITUIM), KOTOPbIE MOTYT NPUBECTU K
c60AM MU HapyleHUo GYHKLUMOHMPOBAHMA MHOOPMALMOHHOM cucTeMbl U (MAKU) K BO3HUKHOBEHMUIO
yrpo3 6e30nacHOCTM NEPCOHA/bHBIX AaHHbIX (4afee - MHUMAEHTbI), U pearMpoBaHmne Ha HUX;

ynpasaeHue KoHoUrypaumen WUHPOPMAUMOHHOW CUCTEMbI M CUCTEMbI 3aLLUTbI MEPCOHANbHbIX
OaHHbIX.

CoctaB M cogepxaHMe mep no obecnevyeHno 6e30MacHOCTU MNEPCOHANbHbLIX  AAHHbIX,
HeobxoguMmMbIX AnA obecrneyeHUAa KaXKAoro W3 ypoBHEM 3aMLLEHHOCTM MNEPCOHaNbHbIX AAHHbLIX,
npuvBeaeHbl B MPUIOMKEHUM K HACTOALLEMY JOKYMEHTY.

8.1. Mepbl No MAeHTUOMKALUUN U ayTeHTUPUKAUUM CyOBEKTOB AOCTyna M 0b6bEKTOB A0CTyna
OO/KHbI  obecneymBaTb NPUCBOEHME cybbekTam M 0b6beKkTam [OCTyna YHWKaAbHOro npM3HaKa
(voeHTndMKaTOpa), cpaBHEHME MpPenbABAAEMOro CybbekTom (06beKkTom) gocTyna ugeHTuduKaTopa ¢
nepeyHem NPUCBOEHHbIX NAEHTUPUKATOPOB, a TaKKe MPOBEPKY MPUHAANEKHOCTU CyObEKTY (06beKTY)
[0CTyna npeabABAEHHOIo UM naeHTUdUKaTopa (NoaTeepKaeHNe NOAANHHOCTH).

8.2. Mepbl NO ynpaB/eHUIO AOCTYNOM CyObeKTOB A0CTyna K oObeKkTam AoCTyna AOJIXKHbI
obecneunBaTb ynpas/jeHMe NpaBaMu WU MPUBUAETUAMMU CYOBEKTOB AOCTYMa, pasrpaHUyYeHune AocTyna
Cy6BEKTOB A0CTYNAa K 06beKTAaM A0CTYNa Ha OCHOBE COBOKYMHOCTM YCTaHOBAEHHbIX B MHGOPMALLMOHHOM
cuUcTemMe MpPaBWMA pasrpaHUMYeHMA AOCTyna, a Takke obecneuymBaTb KOHTPOAb 33 COGAOAEHMEM ITUX
npasun.

8.3. Mepbl Mo OrpaHUYeHUI0 MPOrpamMmMHON cpeapl AO0AXHbI obecneymBaTb YCTaHOBKY WU (Mau)
3anycK TOJIbKO pPa3pelleHHOro K WCMNOAb30BaHUIO B WMHPOPMALMOHHOW CcUCTEME NPOrPaMMHOro
obecneyeHMa WAM  UCKAOYATb BO3MOMKHOCTb YCTAaHOBKM W (MAM) 3anycKa 3anpeleHHoro K
NCNONb30BaHWUIO B MHOOPMALMOHHOM CUCTEME NPOFrPamMMHOro obecneyeHus.

8.4. Mepbl NO 3awWMTe MaLMUHHbIX HOCUTENEl MNepCoHaNbHbIX AaHHbIX (cpeacts 06paboTKu
(xpaHeHUs) nepcoHaNbHbIX AAHHbIX, CbEMHbIX MALMHHbBIX HOCUTENE NePCOHAbHbIX AAaHHbIX) AOAKHbI
WCK0YATb BO3MOXKHOCTb HECAHKLMOHNMPOBAHHOIO A0CTYNa K MAaLIMHHBbIM HOCUTENIAM U XPaHALLMMCA Ha
HWUX MEePCOHaNbHbIM AAHHbIM, @ TaKXe HEeCAHKLUMOHWPOBAHHOE MCMNO/Ib30BAaHME CbEMHbIX MALIMHHbIX
HocUTelel NepcoHaibHbIX AAHHbIX.

8.5. Mepbl no peructpaummn cobbiTMii 6e30MacHOCTM AOMKHbI 0becrneynBaTb cHop, 3anuchb,
XpaHeHWe 1 3awmTy Hdopmauum o cobbiTvax 6es3onacHoCcTM B MHPOPMALMOHHOM cUCTEME, a TaKXKe
BO3MOXHOCTb NMPOCMOTPA U aHan3a MHPOPMALMM O TaKUX COOBITUAX U pearnpoBaHme Ha HUX.

8.6. Mepbl N0 aHTUBUPYCHOM 3aLLmTe A0/XKHbI 0becneynBaTb 06HapyXKeHUe B MHGOPMALNOHHOM
CUCTEME KOMMbIOTEPHbIX MNPOrpaMmm ANMO0 MHOM KOMMNbIOTEPHON MHPOPMaLMK, NpeaHa3sHAYeHHON Ans
HECAaHKLMOHNUPOBAHHOIO YHUYTOXEHUSA, BAOKMPOBaHMA, MoaNdUKaLMKN, KONMPOBAHNA KOMMbIOTEPHOM
MHPopmMauumM WAM HeWTpanusauum Cpeacts 3almTbl MHOOPMALMKM, a TaKXKe pearMpoBaHMe Ha
obHapyXeHWe 3TUX NPorpaMmm 1 MHGopmauun.

8.7. Mepbl no ob6HapyxeHUIO (NpeaoTBPALLEHMIO) BTOPXKEHWUIA [ONKHbI 0becneynsaTb
obHapyXeHne aencrenii B MHOOPMALMOHHOW cUCTeMe, HamnpaB/ieHHbIX Ha HeCaHKUWOHMPOBAHHbLIN
[ocTyn K wuHpopmaumu, crneuuanbHble BO3LEACTBMA Ha WMHPOPMALMOHHYIO cuctemy U  (1anm)
nepcoHanbHble AaHHble B LeNAx A00blBaHUA, YHUUTOXKEHUA, UCKaXKeHMA M BNOKMPOBaHUA [0CTyna K



nepcoHanbHbIM AaHHbIM, @ TaKXKe pearnpoBaHMe Ha 3TU AEeNCTBUA.

8.8. Mepbl MO KOHTPONO (aHanuM3y) 3aWMLLEHHOCTM MepPCOHasbHbIX OAHHbIX  AONXKHbI
obecneynBaTb KOHTPOJIb YPOBHA 3aALMLLEHHOCTM MNEPCOHAsNbHbIX JAaHHbIX, 06pabaTbiBaemblXx B
MHOOPMALMOHHON cuUCTeMe, NyTeM MPOBEAEHMA CUCTEMATUMUECKMX MEPONPUATUIA MO  aHaAusy
3aWMLLEHHOCTM MHPOPMALMOHHON CUCTEMBI U TECTMPOBAHMIO PaboTOCNOCOBHOCTU CUCTEMBI 3aLLMUTDI
NepCcoHaNbHbIX AAHHBIX.

8.9. Mepbl No obecneyeHno LenoCTHOCTU MHPOPMALMOHHOM CUCTEMbI U NMEePCOHaNbHbIX AaHHbIX
OOMKHbI obecneunBaTb OOHapyKeHWe ¢GAKTOB HECAHKLMOHMPOBAHHOIO HAPYLWeEHUA LeNOCTHOCTU
MHPOPMALMOHHON CUCTEMBI U COAEPKALMXCA B HEN MEePCOHANbHbIX AAHHbIX, @ TaKXe BO3MOXHOCTb
BOCCTAHOB/IEHMA NMHPOPMALLMOHHOMN CUCTEMbBI U COAEPIKALLMXCA B HEM NEePCOHANbHbIX AAHHBIX.

8.10. Mepbl no obecneyeHWto AOCTYNHOCTM MNEPCOHANbHbIX AAHHbIX AO0/MKHbI obecneynsaTb
aBTOPM30BAHHbLIA AOCTYN NO/Mb30BaTeNEN, MMEILWMX MpaBa MO [OCTYNYy, K MNepPCOHa/IbHbIM AaHHbIM,
cogeprawmumeca B  MHOOPMALMOHHOM cuCTemMe, B  LITAaTHOM  pexume  OYHKLUMOHMPOBAHMUA
MHPOPMALMOHHOM CUCTEMBI.

8.11. Mepbl no 3awmuTte cpeabl BUPTYanM3auuM LOMKHbI UCKAOYATb HECaHKLUWMOHUPOBAHHBLIN
[OCTYyNn K MepcoHasibHbIM AaHHbIM, O0bpabaTbiBaeMbiM B BUPTYasbHOW UHOPACTPYKTYpe, U K
KOMMOHEHTaM BMPTYasibHON MHPPACTPYKTYPbl U (UKN) BO3LENCTBME HA HUX, B TOM YMC/Ie K CpeacTBam
ynpaBaeHusA BUPTYyasbHON MHOPACTPYKTYPOM, MOHUTOPY BUMPTYa/bHbIX MallMH (rMnepBu3opy), cucteme
XPaHEHMA [HaHHbIX (BKAKOYAA cUCTeMy XpaHeHua o06pas3oB BUPTYasbHOM WHPPACTPYKTYpbI), ceTH
nepegaym QOaHHbIX 4Yepe3 3/IeMeHTbl BUPTyasbHON uAM GU3NYecKon WHOPACTPYKTYpPbl, FOCTEBbIM
ONepPaLMOHHbIM CUCTEMAM, BUPTYasibHbIM MAaWWHaM (KOHTEMHepam), cUCTEME M CETU peniMKaumu,
TEPMUHANbHBIM W BUPTYasbHbIM YCTPOMCTBAM, a TaKXXe CUCTEME pPe3epBHOrO KOMWPOBAHUA U
CO34aBaeMbIM €10 KOMUAM.

8.12. Mepbl No 3alLnTe TEXHUYECKMX CPEACTB AOKHbI MCKAOYATb HECAHKLLMOHUPOBAHHbIN JOCTYN
K CTALUMOHAPHbLIM TEXHUYECKMM cpeacTBamM, ob6pabaTbiBaloWMM MepPCOHaNbHblE AaHHblE, CPeACTBaM,
obecneumBaoWwmm GYHKUMOHUPOBaHME MHOOPMALMOHHOM cucTemMsbl (ganee - cpeacTsa obecneyeHus
GYHKUMOHMPOBAHUSA), U B MOMELLEHMA, B KOTOPbIX OHW MOCTOAHHO PaCMo/IoXkKeHbI, 3aLNUTY TEXHUYECKUX
CPeACcTB OT BHELHWX BO3AEWCTBUI, a TaKKe 3alMTy NepCOoHaNbHbIX AAaHHbIX, NPEACTaBAEHHbIX B BUAE
MHGOPMATUBHbIX SNEKTPUYECKUX CUTHANOB U PUINYECKUX NONEN.

8.13. Mepbl no 3awmTe MHPOPMALMOHHOW CUCTEMbI, €e CPeacTB, CUCTEM CBA3M U Mepenayu
OAHHbIX  AO/KHbI  obecneymMBaTb  3alMTY  MNEPCOHaNbHbIX  AaHHbIX NpUM  B3aUMOLENCTBUM
MHPOPMALNOHHON CUCTEMBI MU €€ OTAENbHbIX CETMEHTOB C MHbIMU MHOOPMALIMOHHBIMU CUCTEMAMM U
WHPOPMALNOHHO-TENIEKOMMYHUKALLMOHHBIMU ~ CETAMW  MOCPEACTBOM  MPUMEHEHUA  APXUTEKTYPbI
MHPOPMALMNOHHON CUCTEMBI U MPOEKTHBIX PELUEHWUI, HanpaB/ieHHbIX HAa obecnevyeHne 6e30MacHOCTM
NepcoHaNbHbIX AAHHBIX.

8.14. Mepbl MO BbIABAEHWUIO MHUMAEHTOB M PeEarmpoBaHMI0 HA HUX [ONXKHbI obecneymsaTb
06HapyKeHne, NAEHTUOUKALMIO, aHAIU3 UHUMAEHTOB B MHOOPMALLMOHHOM CUCTEME, A TaKKe NPUHATUE
Mep MO YCTPAHEHMIO N NPeayNpPeAeHNI0 MHUNAEHTOB.

8.15. Mepbl No ynpasneHuto KoHpurypaumein MHGOPMALMOHHOM CUCTEMBI U CUCTEMbI 3aWMUTbI
NepPCOHaNbHbIX AAHHbIX  A0/MKHbl  obecneynmBaTb ynpaBAeHWE W3MEHEHUAMM  KOHPUTrypauum
MHOOPMALNOHHOW CUCTEMBI U CUCTEMbI 3aLLMTbI MEPCOHA/bHbIX AAHHbIX, aHaAn3 MOTEHLMANbHOro
BO34ENCTBMA MNAHUPYEMbIX U3MEHEHWUI Ha obecnevyeHMe 6e30MaCHOCTM MEPCOHAJbHLIX AAHHbIX, A
TaKXXe JOKYMEHTMPOBaHME 3TUX U3MEHEHUN.

9. Bblbop mep no obecneyeHMo 6e30MaCHOCTM MEPCOHAsbHbIX AAdHHbIX, NOAEeMalmX
peannsaumm B MHPOPMALMOHHON CUCTEME B pPaMKax CUCTEMbl 3alUWUTbl NEPCOHAJbHbIX LAHHBIX,
BK/tOYaEeT:

onpeaeneHune 6asosoro Habopa mep no obecneyeHnto 6€30NaCHOCTU NEPCOHANBHbIX AAaHHbIX ANA
YCTAHOB/IEHHOIO YPOBHA 3aLUMLLEHHOCTU MEPCOHAsbHbIX AAHHbIX B COOTBETCTBMM C 6asoBbiMU
Habopamn Mmep no obecrneyeHUto 6e30MaCHOCTU MEPCOHANbHbIX AaHHbIX, NPUMBEAEHHbIMU B
NPUNOXKEHUN K HACTOALLEMY LOKYMEHTY;

agantaumto 6asoBoro Habopa mep no obecneyeHMo 6e30MaCHOCTM NEPCOHANbHbLIX AAHHbIX C
YYETOM CTPYKTYPHO-OYHKLMOHANbHbIX XapaKTepUCTUK MHOOPMALMOHHON CUCTEMbI, MHPOPMALMOHHbIX
TEXHONOTUNiM, ocobeHHocTel GpYHKLUMOHNPOBAHNA MHPOPMALLMOHHOM CUCTEMBI (B TOM YMC/IE UCKIOYEHME
n3 6asoBoro Habopa mep, HENOCPEACTBEHHO CBA3AHHbIX C WMHPOPMALMOHHBIMKU TEXHONOTUAMMU, He



MUCNONb3yeMbIMM B MHbOPMALIMOHHOM cucrteme, nnu CTPYKTYPHO-GYHKLMOHAAbHbIMK
XapaKTepUCTUKaMM, He CBOMCTBEHHbIMU MHGOPMALIMOHHOM cUCTEME);

yTOuHEeHMe apanTupoBaHHoro 6a3oBoro Habopa mep no obecnedyeHno HesonacHoOCTU
NepcoHanbHbIX AaHHbIX C Yy4eTOM He BblOpaHHbIX paHee Mep, MNPUBEAEHHbIX B MNPUAONKEHUU K
HacToALWeMy [OKYMEHTYy, B pe3y/bTaTe Yero onpenensatotca mepbl no obecneyeHuio H6e30MacHOCTM
NepcoHanbHbIX AaHHbIX, HanpaB/JEeHHble Ha HEWTPanM3auMIo BCEX aKTyasibHbIX yrpo3 6e3onacHocTu
NnepcoHanbHbIX AAHHbIX 418 KOHKPETHOM MHGOPMALMOHHOM CUCTEMBI;

OOMNOJIHEHNE YTOYHEHHOrO aganTMpoBaHHoro 6asoBoro Habopa mep Mo obecneyeHuo
6e30MacHOCTU MEepPCOHasbHbIX AaHHbIX Mepamu, obecneymBalroLMMKU BbiNOAHEHWE TpeboBaHMA K
3aWMTe NepcoHasnbHbIX AAHHbIX, YCTAHOB/AEHHbIMW WMHbIMM HOPMATMBHbLIMM MPABOBbLIMM aAKTaMK B
obnactn obecneyeHma 6e30NacCHOCTU NEPCOHANbHbIX AaHHbIX U 3aWMTbl MHGOPMaLUMK.

10. MpyM HEBO3MOMKHOCTM TEXHWYECKOM peanusauuuM OTAENbHbIX BblOpaHHbIX Mep Mo
obecneyeHnto 6€30MaCHOCTM MEPCOHA/IbHbIX [AaHHbIX, @ TaKXe C Y4eTOM 3SKOHOMWYECKOM
uenecoobpasHoOCTM Ha 3Tanax aganTtaumm 6asoBoro Habopa mep U (UNK) yTOYHEHMA aAanTUPOBAHHOTO
6asoBoro Habopa mep moryT paspabaTbiBaTbCsi MHble (KOMNEHCUpylowme) mepbl, HanpaBAeHHbIE Ha
HeNTPann3aLmIo aKTyasbHbIX yrpo3 6e30NacHOCTU NepCoHaNbHbIX AaHHbIX.

B atom cnyyae B xoge pa3paboTKM cUCTEMbl 3aLlUUTbl NEPCOHANbHbLIX AAHHbIX A0/KHO ObiTb
nposesieHo 060OCHOBaHME MNPUMEHEHUA KOMMEHCUPYIOLWNX Mep Ana obecnedyeHus 6esonacHOCTU
nepcoHanbHbIX AaHHbIX.

11. B cnyyae onpeaenieHUs B COOTBETCTBUM € TpeboBaHMAMM K 3allMTe MEPCOHasIbHbIX MPU UX
06paboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX, YTBEPKAEHHbIMU NOCTAHOB/EHUEM
Mpasutennoctea Poccuitckoit ®epepaumm ot 1 Hoabpa 2012 r. N 1119, B KayecTBe aKTya/ibHbIX Yyrpos
6e30nacHOCTU NepPCcoHasbHbIX AaHHbIX 1-ro U 2-ro TMNOB AONOJIHUTENLHO K Mepam Mo obecrneyeHuto
6e30MacHOCTU MNepCoHaNbHbIX [aHHbIX, YKAa3aHHbIM B MYyHKTe 8 HacToAWEero AOKYMEHTa, MOryT
NPUMEHATLCA CeayioLLne Mepbi:

NpoBepKa CUCTEMHOrO U (MAK) NPUKNAZHOTO MNpPOrpammMHoro obecneyeHus, BKJkoYas
NPOrPamMMHbLIA  KOZ, HA OTCYTCTBME HeAeKAapuMpPOBaHHbIX BO3MOXHOCTEM C WCNOJ/Ib30BAHUEM
aBTOMATM3MPOBAHHbIX CPeACTB M (Mn) 6e3 UCcNosb30BaHMA TaKOBbIX;

TeCTMpoBaHME MHPOPMALLMOHHOM CUCTEMBI HA NPOHUKHOBEHMUSA;

NCcnosb3oBaHMe B MHGOPMALMOHHOM CUCTEME CUCTEMHOIO M (MAKM) NPUKAALHONO NPOrpammHOro
obecneyeHus, pa3paboTaHHOIo C UCNO/Ib30BAaHMEM METOLOB 3aLUMLLEHHOIO NPOrPamMMUPOBaHMA.

12. Mpw ncnonb3oBaHUN B MHGOPMALMOHHBIX CUCTEMAX CEPTUDULMPOBAHHbBIX NO TpeboBaHUAM
6e3onacHOCTU MHPOPMaL MK CPeacTB 3aLLmTbl MHGOPMaLMK:

a) ans obecneyeHma 1 1 2 ypoBHEN 3aLUMLLEHHOCTM NEPCOHANbHbIX AAaHHbIX NPUMEHAIOTCA:

CpeacTBa BblUNCINTENBHOM TEXHUKM HE HUXKe 5 Knacca;

CUCTEMbI OBHapYKEHUSA BTOPKEHNIN 1 cpeacTBa aHTUBUPYCHOM 3aLlUUTbl He HUMKe 4 Knacca;

MerKceTeBble 3KpaHbl HE HUMKe 3 Kaacca B C/lyyae akTyasbHOCTW yrpo3 1-ro uam 2-ro TMNoBs Mau
B3anMmoaencTens MHGOPMaLMOHHON CUCTEMbI C MHPOPMALMOHHO-TENIEKOMMYHUKALMOHHBIMU CETAMM
MEXKAYHAPOAHOr0o MHPOPMALMOHHOIO ObMEHa M MeXKCETeBble 3KpaHbl He HWKe 4 Knacca B C/iydae
aKTyanbHOCTWM yrpo3 3-ro TMMa M OTCYTCTBMA B3aUMOAENCTBUS WMHPOPMALMOHHOM CUCTEMbI C
MHOOPMALNOHHO-TENEKOMMYHUKALNOHHBIMWN CETAMU MeXKAYHapPOoAHOro MHGOPMaLUNOHHOro 0bmeHa;

6) ana obecnevyeHuns 3 ypoBHA 3aLLMLLEHHOCTM NEPCOHANbHbIX AaHHbIX MPUMEHSAIOTCA:

CpeacTBa BblUUC/IUTENbHOM TEXHUKM He HUXKe 5 Knacca;

CUCTEMbI OBHapyKeHUss BTOPXKEHUI U CpeicTBa aHTUBUPYCHOM 3aLLUTbI He HUXKe 4 Knacca 3alluTbl
B C/lydae aKTya/ibHOCTM yrpo3 2-ro Tuna Wau B3aumMoAencTBuAs WHGOOPMALMOHHOW CUCTEMBI C
MHGOPMALNOHHO-TENEKOMMYHUKALNOHHBIMWU CETAMMU MEXAYHapoAHOro nHpopmaumoHHoro obmeHa 1
CUCTEeMbl OBHApPYKEHUA BTOPXKEHMIA U CpeacTBa aHTUBUPYCHOM 3allMTbl HE HUXKe 5 Knacca 3aluThbl B
CNy4yae aKTyasbHOCTM yrpo3 3-ro TMna W OTCYTCTBMA B3aMMOAENCTBMA MHPOPMALMOHHOM CUCTEMbI C
MHOOPMALMOHHO-TENEKOMMYHUKALMOHHBIMWN CETAMU MeXKAYHapoAHOro MHGOPMaLUMOHHOro obmeHa;

MerKceTeBble 3KpaHbl He HUXe 3 Knacca B C/lydae aKTyasibHOCTM yrpo3 2-ro Tvna uau
B3aMMOAENCTBMA MHPOPMALMOHHOM CUCTEMbI C MHPOPMALMOHHO-TEIEKOMMYHUKALUNOHHbIMU CETAMMU
MEXKAYHAPOAHOro MHPOPMALMOHHOIO OBMEHa M MeXKCeTeBble 3KpaHbl He HWKe 4 Kaacca B Ciydae
aKTyanbHOCTU yrpo3 3-ro TMMAA M OTCYTCTBMA B3aUMOAENCTBUS WMHPOPMALMOHHOM CUCTEMbI C
MHGOPMALNOHHO-TENIEKOMMYHUKALNOHHBIMW CETAMU MEXKAYHaPOAHOro MHGOPMaUNOHHOro obmeHa;



B) AnsA obecneyeHns 4 ypoBHA 3aLMLLEHHOCTM NEPCOHA/IbHbIX AAHHbIX MPUMEHAIOTCA:
CpeacTBa BbIYUCANTENBHOM TEXHUKU HEe HUXKe 6 Knacca;

cMcTeMbl 0BHapyKeHUA BTOPXKEHUIN 1 CpeacTBA aHTUBUPYCHOM 3aLlUmMTbl HE HUMKe 5 Knacca;

MeXCeTeBble 3KPaHbl 5 Knacca.

Ona obecneyeHna 1 M 2 ypoBHEN 3aWMLLEHHOCTM MEpPCOHaNbHbIX AAaHHbIX, a TaKXe Ans
obecneyeHna 3 ypoOBHA 3alLMLLEHHOCTU MEePCOHANbHbIX AAHHbIX B MHOOPMALMOHHbLIX CUCTEMAX, ANA
KOTOPbIX K aKTya/lbHbIM OTHECEHbI Yrpo3bl 2-ro TMMa, NPUMEHAIOTCA CPeACTBa 3almMTbl MHGOPMaLMK,
nporpammHoe obecneyeHWe KOTOPbIX MPOLWAO MPOBEPKY He HUKe YeM No 4 ypoBHK KOHTPOAA

OTCYTCTBUNA HEAEKNTAPUPOBAHHDbIX BO3MOXHOCTEMN.

13. MNpu McNonb3oBaHUKN B MHPOPMALMOHHBIX CUCTEMAX HOBbIX MHPOPMALMOHHBIX TEXHONOTUIA U
BbIAIBJIEHUN  [OMOJIHUTENIbHBLIX Yrpo3 6e30MacHOCTM NEepCoHasbHbIX  AAHHbIX,
onpegeneHbl Mepbl obecneveHus Mx 6e30MNacHOCTM, AOMKHbI pa3pabaTbiBaTbCA KOMNEHCUpYlowme

Mepbl B COOTBETCTBUN C MYHKTOM 10 HacToAwero AOOKYMEHTa.

COCTAB U COAEPXAHUME

MpunoxeHue

K CocTtaBy 1 cofeprKaHuio
OPraHM3aLMOHHbIX U TEXHUYECKUX
mep no obecneveHmto 6esonacHoOCTH
NepCcoHanbHbIX AAHHbIX MPU UX
06paboTke B MHOOPMALMOHHbIX
CUCTEMAX NEePCOHaNbHbIX ZAHHbIX

MEP MO OBECMEYEHUIO BE3OMNACHOCTU NEPCOHAJIbHbLIX AAHHbIX,
HEOBXOAMMbIX 419 OBECMEYEHNA KAXOOIO U3 YPOBHEN
SAWNWEHHOCTU NEPCOHANIbHbBIX JAHHbIX

AnAa  KOTOPbIX He

YcioBHOe ConepxaHue Mep O obecrnedeHMO 0e30NacHOCTU YPOBHM 3BalMUIEHHOCTU
oBo3HaYeHMe IE€PCOHAJIbHEIX HOaHHEIX IE€PCOHAJIbHEIX HOaHHEIX
1 HOMEP
Mepet 4 | 3 | 2 | 1
I. UMpeHTubmkaumsa ¥ ayTeHTubMKaLMa CyOBEKTOB HOCTylla ¥ OOBEeKTOB moctyna (MAD)

VIAD.1 VioeHTudrkaumusa u ayTeHTudmraumsa noJjib30BaTEJNEN, + + + +
ABJIARUMXCS pa®oTHMKaAMM olepaTopa

VIAD.2 VnenTtudrkaums u ayTeHTuOMKaums yYCTPOMCTB, B TOM + +
4yCcJie CTaUMOHAPHEIX, MOOMJIBHBIX U NOPTaTUBHBIX

VAD.3 YnpapJjieHre uIeHTMMKaATOpaMu, B TOM UMCJIE CO3IaHue, + + + +
IPMUCBOEHMUE, YHUUTOXEHME UIeHTUOMKATOPOB

VAD. 4 YnpapJjieHMe cpencTBaMu ayTeHTuOMKaLumMM, B TOM UUCJTE + + + +
XpaHeHue, BREIDAYA, MHMUManmMs3auus, OJIOKMPOBaHMKE
CpeACTB ayTeHTudMKaumuy ¥ OPMHATME Mep B Ccjydae
yTpaTH ¥ (MJIM) KOMIIPOMeTauuM CPenCcTB ayTeHTuburaumm

VIAD.5 BamyTa OOPaTHOM CBA3M IIPM BBONE ayTEHTUOMKALMOHHOM + + + +
MHQOPMaUUM

VAD. 6 NneHTudmkaumsa 1 ayTeHTudukalumMsa I[IOJIb30BaTEJIel, He + + + +
ABJISOUMUXC S paboTHMKAMU orneparopa (BHEWHMX
MoJIb30BATEJIeN)

II. YnpabJjieHMe OOCTYINOM CyOBEKTOB IOCTyNa K oOwekTaM poctyna (YIII)

yig.1l YnpasJjieHre (3aBeneHMe, akKTuBalLmMA, OJOKMPOBAHME U + + + +
YVHUUTOXEHME) YUEeTHBEIMM BalMCsAMM I10JIb30BaTeJied, B TOM
yycJie BHEUHMX I[I0JIb30BaTesel

vIg.2 Peanmzanumsa HeOoOXOOMMEIX METOIOB (OMCKPELVOHHEI, + + + +
MaHIOATHEIM, POJIEBOM WJIM MHOM MeTon), TUIIOB (ureHue,
3anuchb, BLHIIOJIHEHMKE WIN VHOM TIIT) n npaBUil
pas3rpaHMuYeHus IocTyna

yin.3 YnpasiseHre (uabTpaumMsa, MapupyTmU3almMa, KOHTPOJIb + + + +
COeIMHEHMM, OIHOHANpPaBJIeHHada Iepenada M MHEIE CIOCOOH
yIpaBJIeHNd) HOOPMaLVOHHEIMMI IoTOoKaMM Mexny
YCTPOMCTBaMM, CerMeHTaMu MHQOPMaLMOHHOM CMCTEMHl, a
Takxe Mexny MHOOPMALMOHHBEIMM CUCTEeMaMu




yig. 4

PazgeneHue IOJIHOMOUYMMI (posnen) noJjib30BaTENEN,
aIMMHUCTPATOPOB " L, obecrneunBalMx
GyHKUMOHMPOBaHME MHPOPMaAULUVOHHOM CUCTEME

YIn.5

HasHaueHUue MMHUMAaJIbHO HeOOXOIOMMEIX npas u
NPUBUJIETUM MOJIB30BATENAM, aIMMHMCTPATOpaM M JMllaM,
obecrneunBalolyM QYyHKUMOHUPOBaHME MHOOPMaLMOHHOM
CHCTEeMEI

YIIg. 6

OrpaHMYeHNre HeyCIIeHBIX MONBITOK BXOIa B
MHQOPMALMOHHYI CMUCTeMy (OocTyna K MHQOPMAlLMOHHOM
cucTeMme)

yiung.7

[IpenynpexneHye I0JIb30BaTEJg IIPU ero BXOIE B
VHOOPMALIMOHHYI CUCTEMY O TOM, YTO B MHOOPMALUMOHHOMU
CHUCTeMe peajM30BaHEl MEPH IO OO0eCHNedYeHMIO Oe30MNacHOCTH
IE€PCOHAJIbHEIX HOAaHHEIX, M O HeOOXOIMMOCTM COOJIOIeHUS
YCTaHOBJIEHHBIX onepaTopoM NpaBU obpaboTku
IEePCOHAJIbHEIX HOAaHHEIX

Yin.8

OnoBelmeHre MNOJIB30BATEJIA IIOCJEe YCIEeNHOTO BXOoma B
MHQOPMALIMOHHYID CMUCTEMYy O €TI0 MNPpelbOylleM BxOoIe B
MHQOPMALMOHHYID CUCTEMY

Yin. 9

OrpaHMueHue umucjia [NapajijleJIbHEIX CEeaHCOB HOCTyla IJis
KaXxIO¥ YyYEeTHOM 3anyucyu I[OJIb30BaTesd MHOOPMaUuMOHHOM
CUCTEME

ym.10

BiiokmpoBaHMe CceaHca JocTylla B MHOOPMAaLMOHHYIO
cucTeMy TIIOCJIE YCTAHOBJIEHHOT'O BpeMeHM Oe3IeNCTBUSA
(HEaKTMBHOCTM) IOJIb30BATEJIA MM IO €TI0 3alpocy

ying.11

PaspemeHnne (3anper) OeicTBUM noJjib30BaTEJNEN,
PaspelleHHbEX OO0 MOSHTUOMKAUMM M ayTeHTUOMKaLUm

YIn.12

[loomepXka WM COXpaHeHMe aTpudyToB 6es30nacHOCTHU
(MeTOok ©GesonacHoOCTH), CBSBAHHEIX C MHOOpMauUMEer B
npoluecce ee xXpaHeHusa U o0paboTKu

yIm.13

Peanmuzaumusa 3alMIIEHHOTO YyHOAJIEHHOT'O IOCTyla CyOBEeKTOB
JocTyIria K obbekTaM JocTyIria uepes BHEUHNE
T/IH@OpMaLlVIOHHO—TeJ’IeKOMMyHVIKaLIVIOHHbIe CcCeTu

YII.14

PerylaMeHTaUus n KOHTPOJIb VICIIOJIb30BaHNA B
MHQOPMAUMOHHON  CHUCTEMe TeXHOJIOT UM 6eCnpoBOOHOTO
LOCTyIma

YIn.15

PersiameHTauma n KOHTPOJIBb VCIIOJIBE30BaAHMA B
I/IH(i)OpMaLU/IOHHOIZ cucTeMe MOOWMJIBHEIX TEeXHUUECKUX cpencTs

YIO.16

YrnpaBJieHue B3aMMOIENCTBUEM c MHOOPMAaLVOHHEIMMI
cucTeMamMm CTOPOHHUX opTaHM3aunn (BHEWHYE
MHQOPMaLMOHHEIE CUCTEMEI)

YIn.17

ObecneueHne OOBEPEeHHOM 3aTrpy3Kn CcpencTs
BEIUMCJIUTEJIEHOM TEeXHUKM

III. OrpaHuMdeHMe nporpaMMmHOM cpensl (OIIC)

OIncC.1

YnpaBJjieHVe 3anyCcKoM (obpalmeHnaMm) KOMIIOHEHTOB
IPOTPaMMHOTO oOOeclneueHMrs, B TOM UMCJIe OlpenesieHre
3aNyCKaeMbIX KOMIIOHEHTOB, HaCcTpomKa napamMeTpoB
3arnycka KOMIIOHEHTOB, KOHTPOJIb 3a 3aIyCKOM
KOMIIOHEHTOB [POTPAMMHOT'O oOOecneueHus

OIIC.2

YnpaBJjieHMEe YyCTaHOBKOMU (MHCTaNIAuMen) KOMIIOHEHTOB
NpOorpaMMHOTO obecnedeHMsa, B TOM UMCIIe ONpenesjieHue
KOMIIOHEHTOB, noayexammx YCTaHOBKE, HacTpoMKa
napaMeTpoB YyCTaHOBKM KOMIIOHEHTOB, KOHTPOJIb 3a
YCTaHOBKOM KOMIIOHEHTOB IIPOI'PAMMHOTO OOeCleudeHMrs

OIC. 3

YcTaHOBKA (MHCTaANIAMA) TOJIBKO PaspeleHHOTO K
JCIOJIb30BAaHMI0O NMPOTPaMMHOTO obecrnedeHusa M (MiamM) ero
KOMIIOHEHTOB

OIlC. 4

YnpapJjieHre BPEeMeHHeMM (Qanyamy, B TOM UYMCIIEe 3alperT,
paspelmexue, IepeHalpaBJleHre 3anmcu, yaajieHne
BPEeMEeHHEIX (Qalyos

IV. 3BammTa MalMHHEX HOCUTEJIEN INTePCOHAJIbHBEIX HOAaHHBIX

(3HU)

3HI.1

YyeT MalMHHBIX HOCUTEJIEMN IIePCOHAJIbHBEIX IOaHHBIX

3HI. 2

praBJTeHMe JOCTYIIOM K MallHHBIM HOCHUTEeJIAM
IIE€ePCOHAJIbHBIX OAaHHBIX

3HI. 3

KoHTpOJIB nepeMeleHns MaIMHHBIX HOCUTeJIeN
[IePCOHAaJIbHEIX JaHHBIX 3a Npejesibl KOHTPOJIMPYEeMOM BOHH

3HI. 4

VckioueHne BO3MOXHOCTNU HECaHKUMOHMPOBAHHOT'O
O3HAKOMJIEHUSA [¢] ComepxXxaHrueM IIepCOHAaJIbHBIX IOAaHHBIX ,
XPaHALMXCA Ha MallMHHBIX HOCHUTEJIAX, u (mym)
MCIIOJIL30BaHMS HOCUTEJIEN IIepCOHAaJIbHEIX IOaHHBIX B VHBIX
I/IH(i)OpMaLU/IOHHbIX cucremMax

3HI.5

KoHTPOJIE MCHOJNIB30BaHMSA MHTepOelcor BBOIA (BEIBOIIA)
yHboOpMaLMM Ha MaUlMHHEE HOCUTEJM [NePCOHAJIbHBIX ITaHHBIX

3HIU. 6

KonTposbp BBOZa (BEHBOHa) MHOOpMaLMM Ha MallMHHLBE
HOCUTEJM NePCOHAaJIbHBIX IOaHHBIX

3HI. 7

KoHTpOJb IIOOKJIYEHMA MallMHHBIX HOCUTEJIen
IIEPCOHAJIbHBIX IOaHHBIX




3HI. 8

YHUUTOXEHUE (cTupaHMe) I obesnmMuYuBaHKE
IePCOHAJIbHEIX HOAHHEIX Ha MAlMHHBEIX HOCUTEJIIX IPU UX
nepenaue Mexmy I0JIb30BATEJIAMM, B CTOPOHHMKE
opraHmM3auMyM OJIS PeMOHTa WM yTuimMms3aumy, a TaKxe
KOHTPOJIb YHMUTOXEHMA (CTUPaHMA) WM O0e3JIMUYMBAHUA

V. Permcrpaumus coOweiTuy OezonacHocTu (PCB)

PCB.1

OnpenesieHue COBBITUM 6esonacHoCTH, oaJiexalmsx
perucrpauny, U CPOKOB MX XPaHEHUS

PCB.2

OnpepneyieHMe CcoOCTaka M COOepPXaHMA MHOOpMaUum O
COOBITMAX Oe30MNaCHOCTM, NOAJIeXallx PerucTpaumnmn

PCBE.3

Cbop, 3ammcCe ¥ XpaHeHMe uHOoOpMaAUMM O COOBITMAX
6e30nacHOCTN B TedeHue YCTaHOBJIEHHOT'O BPEMEHN
XpPaHeHNa

PCE.4

PearumpoesaHme Ha cbOom nOpu perucrpauun COOBITUI
0es30MnacHOCTY, B TOM uYMCJI€ allapaTHHEe ¥ [IPOTPaMMHBE
ommbku, cbom B MexaHmsMax cbopa mnHGopMaL MM u
OOCTWXEeHME Ipenejla WM [NepernojiHeHMs obbeMma (eMKOCTM)
HNaMAaTH

PCB.5

MOHMTOPUHT (npocmoTp, aHanmms) pesyJbTaToB
perucrpauumy COOBITMIM Oe30HNaCHOCTM M pearmpoBaHMEe Ha
HIX

PCB.6

T'eHepupoOBaHye BPEMEHHEIX METOK n (1)
CUHXPOHMBALMUsA CUCTEMHOTO BpeMeHr B MHOOPMALMOHHOM
cucreme

PCE.7

BamyrTa MHbOoOpMaUMM O COOEITUSAX Oe30NaCHOCTU

VI. AHTMBMpPYCHasa 3aumTa (AB3)

AB3.1

Peanuzaunsa aHTMBMpyCHOﬁ 3alITEl

AB3.2

OBbHOBJIeHMe ©Oas3el IaHHBEIX NPU3HAKOB BPEIOHOCHEIX
KOMIIBIOTEPHEIX NPOTpaMM (BUPYCOB)

VII. OBHapyxeHMe BTOpPXeHur (COB)

COB.1

OBHapyXeHMe BTOPXESHUN

COB.2

O6HOBJIeHMEe 0asbl pelaplyx NpabBuil

IITI. KoHTpoJsb (aHanms3) 3alMIeHHOCTM [NePCOHAJIbHBIX IaHHBIX

(AH3

AH3.1

BeisBJIEHME, aHaJm3 YVSA3BUMOCTEMN “HOOPMaLMOHHOM
CHUCTEMEl M ONEepaTMBHOE YCTPaHEeHVEe BHOBbL  BHISBJIEHHEIX
YSA3BUMMOCTEMN

AH3.2

KoHTposb YCTaHOBKU ODHOBJIEHUM NPOTrPaMMHOTO
obecneueHus, BKJIOUAS ODHOBJIEHMKE NPOTPaMMHOTO
obecrneueHys CpencTB 3alyTe MHOOpMaLUM

AH3.3

KoHTposie paboTOCNOCOOHOCTM, NapaMeTPOB HACTPOMKM U
NPaBUJIbLHOCTU bOYHKUMOHUPOBAHNSA IPOT'PaMMHOTO
obecrneueHys ¥ CPEenCTB 3alyTh MHOpMaLmUM

AH3.4

KoHTposib cocTaBa TexXHUYUECKMX CPeACTB, NPOTPaMMHOTIO
obecrneueHrs ¥ CPenCTB 3alyTH MHOOPMaLMM

AHS.5

KoHTpose npaBui reHepauum u CMEHEL napoJen
oJib30BaTEJIEV, BaBelIeHUs U yHaJlIeHMs YUeTHHIX 3alucein
noJjib30BaTEJNEN, peanmM3aumnmn npaBmUl pas3TpaHnUyYeHns
OOCTyIa, IOJIHOMOYMM I[OJIb30BaTejyie B MHYOPMalUMOHHOM
cucreMe

IX. OBecneueHyre LEJIOCTHOCTM MHOOPMALMOHHOM CMCTEMH M Ie€PCOHAaJIbHBIX INaHHBIX

(o)

OmJI.1

KoHTpOJIE LEeJIOCTHOCTM NPOTPaMMHOTO obecneueHus,
BKJIOYAA NpOTpaMMHOe obecnedeHue cpencTs 3aIMTEL
rnHQopMaLMM

+

OLJI. 2

KoHnTposb LLEeJIOCTHOCTHN IIepCOHAaJIbHBIX JaHHBIX ,
comepxaluyxcsa B f6asax IOaHHBEIX MH@OpMauMOHHOﬁ CYICTEMBL

OLJI. 3

OBecneueHue BO3MOXHOCTM BOCCTAHOBJIEHUS
IPOTPAaMMHOTO oBecneueHus, BKJIOUA S IPOTPaMMHOE
oBecrneueHye cpencTe 3alMTEL nHbopmaumm, npu
BO3HMKHOBEHMM HEWTATHBX CUTyaLUl

OLJI. 4

OBHapyXeHMe U pearrMpoBaHME Ha IOCTYIJIEHUE B
VHOOPMALMOHHYI0 CUCTEMY He3alpallMBaEeMbIX SJIEKTPOHHBIX
coobueHuy (nmceMm, HOOKYMEHTOB) M MHOM MHPoOpMauLMM, He
OTHOCSIMUXCS K bOYHKLMOHMPOBAHUIO MHOOPMALIMOHHOMI
CHUCTEeMBl (3ammMTa OT claMa)

OLJI. 5

KoHTposne comepxaHmsa mHoOpMauuu, HnepemaBaeMoOMu nus3
MHOOPMALMOHHOM CMCTEMBl (KOHTEMHEPHE, OCHOBAHHEIM Ha
ceoMcTBax oOBeKTa gocTylna, u (mm) KOHTEHTHEIN ,
OCHOBAHHEI Ha nomcke 3anpeueHHoNn K nepenaue
nHopMalMM C MUCIOJIb30BaHMEM CUTHATYP, MacOK M  MHEIX
MeToOHmoB), U VICKJIOYEHME HEeNpaBOMEPHOM nepenaun
rHQopMaUMM U3 MHOOPMALMOHHOM CHCTEME

OLJI. 6

OrpaHMueHMe Ipap [OoJIb30BaTeJsiell o BBOOy MHboOpMaLMM
B MHQOPMAlMOHHYI CUCTEMY

OomJI. 7

KOHTPOJIE TOYHOCTM, IOJIHOTH M NPaBMIIBHOCTM IaHHHX,
BBOIOVMEIX B MHQOPMALMOHHYK CUCTEMY

OLJI. 8

KoHTposb OWMOOUHEIX IOEeMCTBMUM [IOJIb30BaTEJIEV 10 BBOIY
u (mmm) nepenaue I€PCOHAJIb HEIX IAaHHBIX u
npenynpexneHyre I0Jib30oBaTesiell 00 OmMOOYHHIX HOEMCTBUAX




X. ObecnedeHye OOCTYNHOCTM [ePCOHAJIbHEIX XaHHEIX (OOT)

OonT.1 JIcoJIb30BaHME OTKA30YCTOMUMBEIX TEXHUYUECKUX CPEeNCTB

OOT.2 PesepBupoBaHMEe TEeXHUUYECKMX CPEICTB, IIPOIPaMMHOIO
obecrneueHus, KaHaJIOB IepemauM uHOoOpMauMM, CPerICcTB
oBecneueHrs QYHKUMOHMPOBAHUSA MHOOPMAUMOHHOM CUCTEME

OnT.3 KoHTposb ©e30TKa3HOTO QYHKLUMOHMPOBAHMUSA TEXHUUECKUX
CpencTs, obHapyXeHre n JIOKaIM3aumnsa OTKasz0B
OYHKLUMOHMPOBAHMA, MPUHATME Mep IO BOCCTaHOBJIEHMIO
OTKasBaBIMX CPEeACTB M UX TeCTHMPOBaHME

OnT.4 [lepronyecKoe pes3epBHOE KOMNUPOBAHME I[IePCOHAaJIbHBIX
IOaHHBEIX Ha PEes3epBHEE MallMHHBE HOCUTEJIM [IePCOHAJIbHBIX
HaHHEIX

OonT.5 ObecrnieueHue BOBMOXHOCTU BOCCTAHOBJIEHUS
IE€PCOHAJIBHEIX HOAaHHEIX C PE3EePBHBEIX MAUMHHEIX HOCUTEJIEN
IE€PCOHAJIbHEIX HOAHHHX (PEe3€epPBHEIX KONUM) B TedeHue
YCTaHOBJIEHHOT'O BPEMEHHOI'O MHTepBasa

XI. Bammra cpensl BupTyanmsauum (3CB)

3CB.1 NneHTudukaumsa 1 ayTeHTudukaumsa CcyOBeKTOB IOCTyla U
OOBEKTOB IOOCTyNa B BUPTYAJIbHOM MHOPacTpPyKType, B TOM
yycie aIMVHMCTPATOPOB ylnpaBJIeHNS cpencTeBamMm
BUPTYaIM3aLUUn

3CB.2 YnpaBJjieHMe OOCTyNnoM CyOBEKTOB HOCTyNna K OOBEeKTaM

oocTyna B BUPTYaJlbHOM MHOPacTPyKType, B TOM YUCIE
BHYTPY BUPTYAaJIbHEIX MallMH

3CB.3 Perucrpaumsa coOuTuil ©0e30I0aCHOCTM B BUPTYyaJIbHOM
nHdpacTpyKType

3CB.4 YhnpasJjleHue (dmnpTpauusg, MapupyTms3auusg, KOHTPOJb
CoenMHEeHMs, OIHOHAalpaBJIeHHas nepenaua) IoToKaMm
rnHbopMaL MM Mexny KOMIIOHEHTaMM1 BUPTYaJIbHOM
VHQPACTPYKTYpPhE, a TaKxXe [0 [epUMEeTPy BUPTyaJIbHOMU
VHPPaCTPYKTYPH

3CB.5 JloBepeHHada 3arpyska CepBepoB BYPTyaaMU3aLUumn,
BUPTYaJIbHOM MallMHEL (KOHTEMHEepa), CepBEpPOB ylNpaBJIEHUA
BUPTYyaJaM3aumen

3CB.6 YrnpasJieHue nepeMeleHueM BMPTYaJlbHEIX MalMH
(KOHTEeMHepoB) ¥ oOpabaThIBAEMBIX Ha HMX IOaHHBIX

3CB.7 KOHTpPOJIE LeJIOCTHOCTM BUPTYaJbHOM MHOPACTPYKTYPH U
ee kKOHOUI'ypauun

3CB.8 PesepsHOe KONMPOBaHUE HOAaHHHX, pesepBUpOBaHMe
TEeXHUYECKMX CcpencTs, NPOTrPaMMHOTO obecnedeHusa
BUPTYaJIbHOM MHOPaCTPYyKTypPH, a TakXe KaHaJloB CBA3U
BHYTPM BMPTYaJIbHOM MHOPACTPYKTYPH

3CB.9 Peanmmzauus M yhOpaBJIeHME AaHTUBMPYCHOM 3allMTOM B
BUPTYaJbHOM MHOPACTPYKType

3CB.10 PasOueHre BUPTYaJbHOM MHPPACTPYKTYPEl Ha CeI'MEeHTEH
(CerMeHTMPOBAaHME BUPTYaJIbHOW MHOPACTPYKTYPEH) onsa
obpaboTkM epCOHAaJIbHEIX HOaHHBIX OTOEJIbHBIM

nojib30BaTEJIeM M (MJM) TPYNNON [NOJIb30BaTeJen

XII. BaumTa TexHUUeckmux cpencTs (3TC)

3TC.1 BammTa wuHbDoOpMauum, obpabaTeBaeMoOM TeXHNYECKYMN
cperncTBaMM, OT e€e YTeUKM [0 TEeXHUUECKMM KaHajlaM

3TC.2 OpraHmsalusa KOHTPOJIMPYyeMOM 3OHEHL, B npeneaax
KOTOPOI IIOCTOSHHO pasMelanTcsa CTalLYOHAaPHLEE
TeXHMUYEeCKMe cpencrTea, obpabarTeBaomme MHOOpMaALMO, U
cpencTBa 3alMTH  MHbOOpMaluM, a TakKxe cpencTBa
obecneuenrs QYHKLUMOHMPOBAHUS

3TC.3 KoHTpose m yhopaBJjieHMe QU3MYECKMM IOOCTYIIOM K

TEeXHMYECKNYM CpeIncTBaM, CPpencTBaM 3alMTe MHOOpMaALUM,
cpencreaMm obecriedeHus QYHKLUMOHMPOBaHMS, a Takxe B
NOMEIEeHUSI U COOPYXEeHMS, B KOTOPEIX OHM YCTaHOBJIEHEH,
MCKJIoYanlye HEeCAaHKUMOHMPOBAHHEM (QU3UYECKUM OOCTYINl K
cpencreaM obpaborkmu mHPOpMaUMM, CPEeACTBaM BallMThH
nHbopMauMM M cpencTBaM obecrnedueHMs QYHKUMOHMPOBAHMUA
MHQOPMALMOHHOY CMCTEMH, B IIOMEUEHMUs M COOPYXeHUs, B
KOTOPLIX OHM YCTaHOBJIEHE

3TC.4 PasmeneHue YCTPOMCTB BEIBOIA (oToBpaxeHmus)
nudopmalmm, MCKJIOUalee ee HECaHKLUMOHMPOBAHHLII
IPOCMOTP

3TC.5 Bammura oT BHEIHUX BO3OEMCTBUN (BOBIOEenCcTBUM

OKpyXaollell Cpenrl, HeCcTaOMJIbHOCTM SJIEKTPOCHAOXEHUS,
KOHIOMLMOHVPOBAHMUS M MHHX BHENHUX GaKTOPOB)

XIII. BammTa MHOOPMALIMOHHOM CUCTEMBl, €& CPeICcTB,
cucTeM CBA3M U nepemaum pgaHHex (3UC)

3UC.1 PazsgeseHrve B MHQOPMaLUMOHHOM cucTeMe (QYHKUMM IO
yIIpaBJIEHNIO (aIMMHMCTPUPOBAHMIO) MHQOPMaUMOHHON
CHUCTEeMOM, yHOpaBJieHuoO (aIMUHUCTPUPOBAHMIO) crucTeMon
3alMTE [TE€PCOHAaJIbHBIX IaHHBIX, OQyHKUMM 10 obpaboTke
IE€PCOHAJIbHEIX HOAHHEIX M MHEX QYHKUMM MHQOPMaLUMOHHOM




CHCTEeMBL

3UC.2

[lpenoTBpameHne BagepPXKM WM [PEPHBAHMS  BBEIIOJHEHNS
[IPOLIECCOB C BHICOKMM IPMOPUTETOM CO CTOPOHE MIPOLIECCOB
C HMU3KVM [IPUOPUTETOM

31UC.3

ObecneueHue 3aIMTEL [IePCOHAJIbHEIX OaHHEIX or
PackpeTMUsa, MOOMOMKALMM M HaBA3SHBaHMA (BBOIA JIOXHOM
nHbopMaLMM) Npu ee rnepepade (MOAIOTOBKE K Iepenade)
1o KaHajaM CBfA3H, VIMEOLVM BEIXOJL 3a npeneJsl
KOHTPOJIMPYEMOM  30HH, B TOM qyce 6eCnpOBOIHEM
KaHaJlaM CBA3U

3UC. 4

ObecrnieueHne MHOOBEPEHHBIX KaHajla, MapupyTa Mexmy
aIMMHMCTPATOPOM, IIOJIb30BATEJIEM M CPEeICTBaMy  BallMThH
uHpopMauuy (QyHKUMAMM Oe30NaCHOCTM CPEenNCTB  SBalUTH
nHboOpMaL M)

3UC.5

3anpeT HEeCaHKUMOHMPOBAHHOM yIaJIeHHOMU aKTUBaLUM
BUIOEOKAMED, MUKPOQOHOB " VIHBIX nepudepmUmHELIX
YCTPOMCTE, KOTOPEIE MOTYT aKTUBUPOBATHECA yHAaJI€eHHO, U
OnoBeleHre oJib30BaTesen o6 aKTUBaLUM TaKUx
YCTPOMCTB

3UC.6

[lepenaua u KOHTPOJIb LeJIOCTHOCTHU aTpubyTOoB
6es0rnacHOCTU (MeTOx ©OeszonacHoOCTH) , CBSI3aHHBIX c
IepCOHaJIbHEIMM  HaHHEIMM, Ipu OOMeHe MMU C VIHEIMM
MHOOPMALMOHHEIMM CUCTEeMaMu

3UC.7

KoHTposb CaHKLMOHMPOBAaHHOTO u VCKJIIOUEHME
HECaHKLUVOHMPOBAHHOTO VICIIOJIb 30BaHUSA TEeXHOJIOT UM
MOOMIJIBHOT'O KOIa, B TOM UMUCJle permucrpaumus COOBITUM,
CBSB3AaHHBIX C MCIOJIb30BAaHMEM TEXHOJIOTUNM MOOUIJIBHOT'O
KOOa, WX AaHaIM3 ¥ pearmMpoBaHUe Ha HapyleHus,
CBSBaHHEIE C MCIOJIb30BAHMEM TEXHOJIOTUM MOOMIIBHOTO
KoIa

31UC.8

KouTpouss CaHKLMOHMPOBAHHOTO n VICKJIOUEHME
HECAaHKLUVOHUPOBAHHOTO VICIIOJIb30BAHMUS TEXHOJIOTUN
rnepepaumM peur, B TOM UMCJEe pPerucTpaums COOHTHM,
CBSBAHHEIX C MCIOJIb30BAHMEM TEXHOJIOTMI [Nepenauyr peun,
VX aHaJM3 ¥ pearupoBaHMe Ha HAPyWeHMs, CBI3aHHEE C
JVICIIOJIL30BAHMEM TEXHOJIOTMI [epenaun peun

31C.9

KoHTpOIJIB CAHKLMOHUPOBAHHON " VICKJIOUEeHKEe
HECaHKLUMOHMPOBAHHOM [epenauy BUIEOMHOOPMAlMM, B TOM
ypcJie permcTpaumns CcoObTMIM, CBS3aHHHIX C [epenaden
BUOneomHpopMaLMM, MX aHaAIU3 n pearnpoBaHue Ha
HapylWeHMs, CBsABaHHEE C Iepenaudelr BuiaeomHdopMalmm

31C.10

lonTBEepXIeHre MNPOMCXOXIEHUS MCTOUHMKA MHbOpMaluM,
[oJly4aeMol B IpOolLiecCe ONpemesieHMs CETEeBEX aIpecOoB IO
CeTeBEIM MMEeHaM WM ONpeNesieHMs CEeTEeBHX MMEeH [0
CeTeBEIM amgpecam

3UC.11

ObecrnieueHne MNOINJIMHHOCTM CETEBHEX COEIVHEHUMN (ceancos
B3aMMOOENCTBMSA), B TOM YMCJIe IJIS BalMTE OT IIOIMEHE
CeTeBHX YCTPOMCTB M CEPBMCOB

3UC.12

JckioueHne BO3BMOXHOCTNM OTPMLaHNA IIoJIb30BaTEJIEM
dbaxrTa OTIIPaBKM IIepCOHAaJIbHBIX JAaHHBIX IpyromMy
IIOJIb30BAaTEJIO

3UC.13

Jckio4eHne BO3BMOXHOCTNM OTPMLIaHNA II0JIb30BAaTEJIEM
dbaxrTa IIOJIYUYEHU A IIepCOHAaJIbHBIX JAaHHBIX oT OpyTroro
I10JIb30BAaTEJIA

3UC.14

Jicnosb30BaHMe YCTPOMCTE TEePMMHAJBHOTO HOCTyNa  OJig
00paboOTKM [NepPCOHAJIbHBEIX IaHHBIX

3UC.15

3ammTa apxMBHEIX  (QanyoB, napamMeTpoB HaCTPOMKU
CPenCTB 3alMTh MHOOPMaLMUM U INPOTPAMMHOIO OOeCHNedYeHUS
M MHBEIX HaHHEIX, He [oIJieXallMx M3MeHeHMI0 B Ipolecce
00pabOTKM NEPCOHAJIbHEIX HaHHEIX

3UC.16

BrelaBJieHME, aHanM3 M OJIOKMPOBaHME B MHOOPMALMOHHOM
CHUCTEeMe CKPBITEIX KAHAJIOB Iepenauyr mMHbopMaluum B  0OOXOI
peaJM30BaHHEIX MEep WM BHYTPM pPa3peleHHEX CEeTEBhIX
IIPOTOKOJIOB

3UC.17

PazbreHmue MHOOPMALMOHHOM CUCTEMEBL Ha CEeTIMEeHTH
(cerMeHTUPOBAHMKE MHOOPMALMOHHOM CUCTEME) u
oBbecnedeHye 3aIMTEL [IEPUMETPOB CeTrMEeHTOB
MHQOPMALMOHHOM CUCTEMEI

3UC.18

ObecnieueHue 3arpys3kKM U MCIOJIHEHMS [IPOTPaMMHOIO
obecrnieueHus C MalMHHBIX HOCUTeJeNn IepCOHallbHEIX
OaHHBIX, HOOCTYIHBIX TOJIBKO MHOJIg UYTEeHMsa, UM KOHTPOJIb
LIEJIOCTHOCTM HAHHOTO NPOTPAaMMHOTIO OOeCHnedeHus

3UC.19

Vzonaunsa polleccos (BEIITOJIHEHME npoTrpaMm) B
BEIJIEJIEHHOM OOJIaCTM NaMATU




31C.20 BammuTa OeCHpPOBOIHEIX COEIMHEHMM, [IPMMEHSAEMBIX B + + +
MHQOPMALMOHHOM CHUCTEME
XIV. BuIABJIEHVE MHUMIEHTOB M pearmpoBaHue Ha Hux (MHI)

VHII. 1 OnpenesieHue Jul, OTBETCTBEHHEX 3a BEIABJIEHUE + +
VMHUMIOEHTOB U pearuMpoBaHME Ha HUX

VHIT. 2 ObHapyXeHue, UOeHTUubOMKaLMsa u perucrpaumusa + +
VHUMOEHTOB

VHI . 3 CBoeBpeMeHHOe MHQOPMMPOBaHME JMl, OTBETCTBEHHEIX 3a + +
BEIBJIEHME MHLUMIOEHTOB U pearmMpoBaHMe Ha HUX, o

BOBHMKHOBEHMM MHLUMIEHTOB B MHQOPMALMOHHOM CHCTeMe
[I0JIE30BATENAMM UM aIMMHMCTPaTOpaMm

VHII. 4 AHaaM3 MHLUUIEHTOB, B TOM uncie onpenesieHne + +
JMICTOYHMKOB W NPUYMH BO3HMKHOBEHMS MHUMUIEHTOB, a
TakKXe OlleHKa MX I[OCJIeNCTBUN

VIHL. 5 [IpMHATME Mep [0 YyCTPAHEHMIO [OCJIEICTBUM MHLUMIEHTOB

VHL. 6 [lmaHMpoBaHMe ¥ IOPMHATME Mep [0 [IpefoTBpPalleHN
IIOBTOPHOTO BO3HMKHOBEHMS MHUMIEHTOB
XV. VnpasjieHMre KOHQUI'ypaumeyn MHPOPMAalUMOHHOM CUCTEME
I CMUCTEMbl 3allMThl [IE€PCOHAJIbHEX HOaHHHX (YKO)
YKo.1 OnpenesieHue JiMl], KOTOPEIM paspelleHs OeMCTBUS 10 + + +
BHECEHMI0 M3MEeHEeHUM B KOHQuIypaumo MHOOPMaUMOHHOMN
CHUCTEMEl M CMCTEMbl 3allMThl [IE€PCOHAJIBHEIX HOaHHEIX

YK®.2 YnpaBJieHMe U3MeHeHUAMM KOHQUIypauuyr MHOOPMALMOHHOM + + +
CHCTEeMEl M CMUCTEMHl 3allMTH [IE€PCOHAJIbHEIX HaHHEIX
YK®.3 AHanIM3 [OTEHUMAaJbHOT'O BO3IOENCTBUA IJIaHNPYEMEIX + + +

M3MEHEHMM B KOHQUI'ypauuy MHPOPMaUMOHHOM CMCTEMH U
CHUCTEeMBl 3alMTE [Ne€PCOHAJIbHBIX IAaHHEIX Ha obeclnedeHUue
3alMTE [TE€PCOHAJIbHLIX INaHHBIX M COIJIACOBaHME M3MEeHEHUM
B KOHQUI'ypauuy MHOOPMALMOHHOM CUCTEMBl C IOOJDKHOCTHBIM
oM  (paOOTHMKOM), OTBETCTBEHHEM 3a obOecHedeHure
0e30MacHOCTM NEePCOHAJIBHEIX HOaHHEIX

YK®.4 JIokyMeHTMpOBaHre uHbpopMalumum (IDaHHEIX) OO0 M3MEHEHMUIX + + +
B KOHQUI'ypauuy MHOOPMALMOHHOM  CUCTEME n CHUCTEeMEI
3aUMTE [T€PCOHAJIbHEIX HOaHHBIX

"+" - mepa no obecneyeHno 6€30NACHOCTU NEPCOHAJIbHbIX AAHHbIX BKAOYEHa B 6a30BbI Habop
Mep AN1A COOTBETCTBYIOLLErO YPOBHA 3aLMLIEHHOCTM NEepPCoHaAbHbIX AaHHbIX.

Mepbl No obecneyeHMo 6e30MaCHOCTM MEPCOHaAbHbIX AAHHbIX, HE 0603HaYyeHHble 3HaKom "+,
NPMMEHAITCA NpKU agantaumm 6a3oBoro Habopa mep U YyTOYHEHUM aaanTMpoBaHHoOro 6asosoro Habopa
Mep, a TaKXe Npu pa3paboTke KOMNEHCUPYHOLWMX Mep No obecneyeHnto 6e30NacHOCTU NePCOHANbHbIX
OaHHbIX.



